Privacy statement for online mee ngs, conference calls and webinars via "Zoom" of the
Leibniz Ins tute for Farm Animal Biology (FBN)
In the following we would like to inform you about the processing of personal data in connec on with the
use of "Zoom".

Purpose of the processing
We use the "Zoom" tool to conduct telephone conferences, online mee ngs, video conferences and/or
webinars (hereina er: "online mee ngs"). "Zoom" is a service of Zoom Video Communica ons, Inc. which is
based in the USA.

Controller
The controller for data processing directly related to the holding of "online mee ngs" is the
Director of the Leibniz Ins tute for Farm Animal Biology (FBN)
Wilhelm-Stahl-Allee 2
18196 Dummerstorf
Germany
Telephone: +49 (0) 38208-68-5
Email: n@ n-dummerstorf.de
Note: If you call up the Internet site of "Zoom", the provider of "Zoom" is responsible for data processing.
However, calling up the Internet site is only necessary for the use of "Zoom" in order to download the so ware for the use of "Zoom".
You can also use "Zoom" if you enter the respec ve mee ng ID and, if necessary, other access data for the
mee ng directly in the "Zoom" app.
If you do not want to or cannot use the "Zoom" app, the basic func ons can also be used with a browser version that you can also find on the "Zoom" website.

What data are processed?
When using "Zoom", diﬀerent types of data are processed. The scope of the data also depends on the informa on you provide before or during par cipa on in an "online mee ng". The scope of the data also depends on the informa on you provide before or during par cipa on in an "online mee ng".

The following personal data are processed:
User details: first name, last name, telephone (op onal), e-mail address, password (if "Single-Sign-On" is not
used), profile picture (op onal), Department (op onal)
MeeƟng-Metadata: Topic, descrip on (op onal), par cipant IP addresses, device/hardware informa on
For recordings (opƟonal): MP4 file of all video, audio and presenta on recordings, M4A file of all audio recordings, text file of online mee ng chat.
When dialing in by phone: Informa on on incoming and outgoing phone number, country name, start and
end me. If necessary, further connec on data such as the IP address of the device can be saved.
Text-, audio- and videodata: You may be able to use the chat, ques on or survey func ons in an "online
mee ng". To this extent, the text entries you make are processed in order to display and, if necessary, log
them in the "online mee ng". In order to enable the display of video and the playback of audio, the data
from the microphone of your end device and from any video camera of the end device are processed for the
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dura on of the mee ng. You can turn oﬀ or mute the camera or microphone yourself at any me using the
"Zoom" applica ons.
In order to par cipate in an "online mee ng" or to enter the "mee ng room", you must at least provide informa on about your name.

Scope of processing
We use "zoom" to conduct "online mee ngs". If we want to record "online mee ngs", we will inform you
transparently in advance and - if necessary - ask for your consent. The fact of the recording will also be displayed in the "Zoom" app.
If required for the purpose of recording the results of an online mee ng, we will log the chat content. However, this will usually not be the case.
In the case of webinars, we may also process the ques ons asked by webinar par cipants for the purposes
of recording and follow-up of webinars.
If you are registered as a user at "Zoom", reports on "online mee ngs" (mee ng metadata, telephone dial-in
data, ques ons and answers in webinars, survey func on in webinars) can be stored for up to one month at
"Zoom".
Automated decision-making within the meaning of Art. 22 GDPR is not used.

Legal basis of the data processing
If personal data of employees of the Leibniz Ins tute for Farm Animal Biology (FBN) are processed, § 26
BDSG is the legal basis for data processing. If, in connec on with the use of "Zoom", personal data are not
required for the establishment, implementa on or termina on of the employment rela onship, but are nevertheless an elementary component of the use of "Zoom", Art. 6 para. 1 le er f) GDPR is the legal basis for
data processing. In these cases, we are interested in the eﬀec ve conduct of "online mee ngs".
In addi on, the legal basis for data processing when "online mee ngs" are held is Art. 6 para. 1 lit. b) GDPR,
insofar as the mee ngs are held within the framework of contractual rela onships.
If no contractual rela onship exists, the legal basis is Art. 6 para. 1 lit. f) GDPR. Here too, we are interested in
the eﬀec ve implementa on of "online mee ngs".

Receiver/passing on of data
Personal data processed in connec on with par cipa on in "online mee ngs" are generally not passed on to
third par es, unless they are specifically intended to be passed on. Please note that content from "online
mee ngs", as well as in personal mee ngs, o en serves precisely to communicate informa on with customers, interested par es or third par es and is therefore intended for disclosure.
Other recipients: The provider of "Zoom" necessarily obtains knowledge of the above-men oned data, insofar as this is provided for in our contract processing agreement with "Zoom".

Data processing outside the European Union
"Zoom" is a service provided by a provider from the USA. Processing of personal data therefore also takes
place in a third country. We have concluded a processing agreement with the provider of "Zoom" which
complies with the requirements of Art. 28 GDPR.
An appropriate level of data protec on is guaranteed on the one hand by the "Privacy Shield" cer fica on of
Zoom Video Communica ons, Inc. but also by the conclusion of the so-called EU standard contract clauses.
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Data protec on oﬃcer
We have appointed a data protec on oﬃcer.
You can contact her via email: datenschutz@ n-dummerstorf.de .

Your rights as a data subject
You have the right of access to personal data concerning you. You can contact us for informa on at any me.
In the case of a request for informa on that is not made in wri ng, we ask for your understanding that we
may require you to provide evidence that proves that you are the person you claim to be.
Furthermore, you have the right to correc on or dele on or to limita on of processing, as far as you are legally en tled to do so.
Finally, you have the right to object to the processing within the scope of the legal requirements.
You also have a right to data transferability within the framework of the legal data protec on requirements.

Dele on of data
As a ma er of principle, we delete personal data when there is no need for further storage. A requirement
can exist in par cular if the data is s ll needed to fulfil contractual services, to check and grant or ward oﬀ
warranty and, if applicable, guarantee claims. In the case of legal storage obliga ons, dele on is only possible a er expiry of the respec ve storage obliga on.

Right of appeal to a supervisory authority
You have the right to complain about the processing of personal data by us to
Landesbeau ragten für Datenschutz und Informa onsfreiheit Mecklenburg-Vorpommern
Werderstraße 74a
19055 Schwerin
Germany
Telephone: +49 (0) 385 59494 0
Telefax: +49 (0) 385 59494 58
Email: info@datenschutz-mv.de

Amendment of this Privacy Statement
We revise this privacy statement in the event of changes in data processing or other occasions that make
this necessary. You will always find the current version on this website.

Status: 09.06.2020

3

